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Time to Optimize Business Interruption Wording In Cyber Policies
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Recent cyber-attacks are about disrupting the core of businesses, rather
than just data, and they are shaking
up organizations. Hackers are no longer just looking for credit card numbers and other personally identifiable
information (“PII”) to sell on the dark
web. They are deploying malware —
most notoriously ransomware — to
disrupt a target’s critical business
operations for financial gain.
These attacks are typified by
Wannacry, which infected more than
300,000 systems in 150 countries,
and NotPetya, which is estimated to
have cost organizations more than $1
billion in revenue. They can shutdown
logistics systems, divert emergency
services and upend global manufacturing. And they have catapulted
cyber business interruption coverage
to the top of the risk management
agenda for companies of all types.

Revisiting the Standard
While business interruption coverage has been provided as part of
the cyber insurance policy for years,
the coverage has historically been
borrowed from proper ty policies,
which use broad language that has
been largely untested in conjunction
with cyber-related perils. Now there
is a pipeline of early claims working
their way through the system — and
there will be lessons learned from
their outcomes.
This situation is not without
precedent. Effective, sustainable
cyber policy wording to address data

breach exposure did not develop
overnight. It has required refinement
over time and has been shaped by an
evolving regulatory environment and
companies’ growing recognition of
the exposure. Additionally, the insurance industry has worked through a
myriad of data breach claims and the
process has enabled us to address
this exposure and loss more and
more effectively.
The same evolution must occur
for cyber-related business interruption risks. The cyber-triggered business interruption loss of any specific
company is unique: It depends on
that company’s business model, how
that company generates revenue,
and such variables as the company’s
contingency plans and supply chain
exposures. Even seemingly broad
business interruption language may

not respond effectively to risks specific to an insured and its business,
unless it has been thoughtfully crafted to do just that.

Starting New Conversations
To create sustainable business
interruption coverage which responds
effectively to cyber related perils,
underwriters must first fully understand a company’s exposure when
it comes to an outage, regardless of
cause. This will require underwriters
to think about the exposure differently. Underwriters will need to analyze
financials and understand a company’s fixed costs as well as how it recognizes revenue. They will need to
ask different questions. For instance,
to what extent does the insured rely
on computer systems to run its business? What would be the conse-

quences of an outage? What backup
systems and business continuity and
contingency plans are in place?
At the same time, companies
should be asking how well their business interruption coverage aligns
with their true exposures, keeping in
mind that today’s coverage is likely
gleaned from property policies, which
take aim at different perils. Getting
answers to these questions will
require bringing different people to
the table to discuss the company’s
unique exposure — including those
responsible for operations, disaster
recovery and business continuity.
Awareness must expand as well.
Management needs to be educated
about the potential impact of a cyber
business interruption event. Again,
there is a parallel to the early days of
cyber coverage for data breach exposure. Not too long ago, protecting
data was not an organization’s priority,
and many companies were unaware
of the type of data they held or how
it was stored. Today, companies that
hold sensitive information must be
well-prepared to demonstrate their
commitment to data protection in
order to obtain cyber insurance.
Our customers’ cyber insurance
needs have evolved and this evolution will continue. The insurance market must respond in a thoughtful way,
with diligent underwriting and coverage crafted to align most effectively
with individual risk.
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